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I/A Series® Software
FoxGuard™ Manager for Triconex™ Safety Systems
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INTRODUCTION The FoxGuard Manager software interface is

The Foxboro Company and Triconex Corporation offer ~ implemented on a Triconex Model 4609 Advanced

a direct connect interface between the I/A Series Communications Module (ACM) installed in the
open control system environment and Triconex Triple- ~ TRICON chassis, which concurrently supports other
Modular Redundant (TMR) programmable controllers. proprietary Triconex interfaces such as the Trl_stat|on
This direct connect interface enables the process protocol for the TRISTATION MSW programming
operator to monitor safety system operation using system. The ACM connects to the I/A Series
familiar I/A Series displays. FoxGuard Manager also Nodebus via the standard Dual Nodebus Interface
provides access to TRICON data for a variety of (DNBI).

applications including sequence of events processing, FoxGuard Manager supports both a single ACM
data scanning, and process calculations and supports module configuration and a redundant pair in which
data input to the Triconex system from I/A Series the second module serves as a hot spare to take over
systems. operation should the first module fail.
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FoxGuard Manager provides an information interface
alternative to the I/A Series Integrator 30 for
Modbus™ devices, a Modbus interface which uses an
RS-232-C connection between the TRICON and an
I/A Series communication module. Like the Integrator
30, the FoxGuard Manager offers I/A Series users
real-time access to safety system data. However, the
FoxGuard Manager provides greater information
integration between the I/A Series system and the
controller, superior information data throughout
performance, and improved diagnostic functions.

The FoxGuard Manager supports a set of standard
I/A Series software blocks (as listed in the Features
section) plus a set of blocks specific to the FoxGuard
Manager. It also supports peer-to-peer connections to
other I/A Series blocks supporting calculation and
display functions. These peer-to-peer connections
can also be used to support loosely coupled control
functions, but since the Integrator 30 for Modbus
devices supports a fault-tolerant configuration option,
it is the preferred interface for integrating I/A Series
control applications with Triconex safety systems.

FEATURES

The FoxGuard Manager features include:

* Reliable, high-performance communication
between the TRICON controller and the
I/A Series Nodebus.

¢ Onboard firewall protection of TRICON setpoints,
controller operation and 1/O. The interface does
not change the operation of the safety shutdown
system, and in no way affects TUV certification.

» Support for the following standard I/A Series

block types:

ACCUM LONG PACK
AIN MAIN REALM
AOUT MCIN STA
BOOL MCOUT STALM
CIN MEALM STRING
CcouT MSG

e Support for standard I/A Series alarm functions.

* FoxGuard Equipment Control Block (ECB85),
providing remote monitoring of TRICON
operations and diagnostic information

¢ Configurable ECBs that enable access to
TRICON memory, system and I/O aliases

* New I/A Series TRISOE block for Sequence of
Events applications

¢ Object Manager read access to any TRICON
alias value

* Ability to deny access through the firewall from
either the Triconex side or the I/A Series
environment.

PACKAGING AND ARCHITECTURE

The single module FoxGuard Manager interface
consists of the Triconex ACM installed in a TRICON
controller chassis and connected to the Nodebus via
a DNBI. In the redundant configuration, two ACMs are
installed in the same logical slot, and connected to
the Nodebus with separate cabling and DNBIs.

Communications Module

The Advanced Communications Module (ACM) is an
intelligent, multifunction communications device that
can be installed in the TRICON main chassis or in
Chassis #2 (which can be either an expansion
chassis or RMX). The ACM plugs directly into the
TRICON backplane and communicates with the main
processors and other TRICON modules via the triple-
redundant TRICON bus.

All external connections are made via the front edge
of the module. The I/A Series Nodebus connectors
and indicators are arranged in the upper half of the
card edge just below the TRICON module status
indicators.

In addition to providing the direct connect interface
between the TRICON controller and the I/A Series
environment, the ACM can be simultaneously used
for a variety of Triconex protocols and applications
including the Tristation protocol for the
TRISTATION MSW programming system.

Redundant Operation

At redundant station startup, the FoxGuard Manager
determines the operating mode for the ACM as either
a monitoring station or a tracking station. As the
monitoring station, it is responsible for all I/A Series
Nodebus activity plus all control responsibilities.
Further, the monitoring station is responsible for
maintaining all peer-to-peer connection information
and OM SET/WRITE information with the tracking
station. The tracking station receives peer-to-peer
updates from the monitoring station and performs all
control responsibilities excluding issuing write
requests to the TRICON.

The redundant FoxGuard Manager stations
periodically exchange station health information.
When the redundant tracking detects a fault with the
monitoring station, the tracking station assumes all
monitoring responsibilities for the FoxGuard Manager
station within 5 seconds. Further, when the station
takeover occurs, all of the station’s peer-to-peer
connections are maintained.
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This is a loosely coupled redundant solution.

I/A Series control strategies that involve time sensitive
sequences should be implemented on a fault-tolerant
control processor (CP) which interfaces with 1/0
directly connected to I/A Series systems. Since the
Integrator 30 for Modbus devices supports a more
tightly coupled interface to Triconex and is available in
fault-tolerant configurations, it should be used as the
interface for I/A Series control strategies that must
interface with I/O on the Triconex system.

1=
[ —

Network Connections

Each ACM is connected to the I/A Series Nodebus
via a Dual Nodebus Interface (DNBI), the same
interface used to connect remote 50 Series stations
such as the Workstation Processor 51 and
Application Processor 51.

An attachment unit interface (AUI) cable provides for
data transmission between each ACM and its DNBI
(Figure 1). A separate RS-423 control cable between
the modules enables the FoxGuard Manager to
switch between two redundant Nodebus cables. The
FoxGuard Manager also uses the control cable for
ancillary functions such as controlling the DNBI front
panel LEDs, verifying the status of the Nodebus
transceivers, and reading the DNBI letterbug. The
DNBI uses multiconductor cable with a maximum
cabling distance of 50 meters (150 feet).

m
=z

AUI Cable
P0970BM PASSD
(6 feet) FAILD
ACTIVE®m
AUI Cable |f')/a Series
P0900ZU (10 feet) or NODEBUS
ABCD P0900ZV (50 feet) or -
v P0900ZW (150 feet) (SDQIIFEB\IYED
l: X RX
o O
Serial Cable 0
P0971PE DNBX
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Dual Nodebus
. Interface (DNBI)
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—
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FAILO (6 fee)
ACTIVE® T
I/A Series AUl Cable
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]
Q Serial Cable
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M
M
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Serial Cable
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TS/TSAA Interface (DNBI)
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[ ach 4600 |

Figure 1. FoxGuard Manager Front Panel Connections for DNBI Setup



PSS 21S-3A5 B3
Page 4

DISPLAYS

The ACM with FoxGuard Manager software operates
as a station on the I/A Series Nodebus in much the
same way as a control processor operates, with a
control database downloaded over the Nodebus. In
addition to executing a variety of control applications,
the FoxGuard Manager provides current TRICON
status information in a default station display

Figure 2) that replicates the TRISTATION diagnostic
display.

The FoxGuard ECB (ECB85), which is automatically
downloaded with the FoxGuard Manager image when
the ACM is initialized, builds the display by accessing
the system aliases in the TRICON memory. The
default station display includes an overlay for each
chassis in the connected TRICON.

{Lil FOXBORO: Display Manager ACMTB1:ACMTEa
9:45 12-29-96
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Figure 2. FoxGuard Manager Station Display
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System Management Display Handler (SMDH)
provides remote access to FoxGuard Manager
operation with standard station, equipment
information, and equipment change displays. For
example, the FoxGuard Manager Equipment
Information display (Figure 3) is a 2-level display with
the FoxGuard Manager and the TRICON main
processors on one level and the configured ECBs on
the next level.

The System Management displays enable the
operator to download and checkpoint the FoxGuard
Manager database, turn ECBs on and off, and view
the operational status of TRICON modules. No
equipment change action taken on the FoxGuard
Manager affects operation of the safety system. The
I/A Series interface can be shut down from the SMDH
display, but operation of the TRICON cannot be
turned off from the I/A Series side.

EQUIPMENT INFORMATION -

8104AI | B385DI

CR RN 0204A0 ( DIAGB4
JeEhikyd FG-A08 | FG-IN

RESETA
FG-0UT

8306DI | 0403D0 | 0404D0 048500 | B103AI | B185AI | B1B4AI | B203A1
FG-TC16| FG-DI&é4| FG-DI8 | FG-DO14| FG-DO8 |FG-D032| FG-AI32 FG-AI16| FG-AI64] FG-TC32

[Ll System Management Display Handler

CLR MSG

NAME : ACM143

RUN MODE : On Line

FAIL ACK STATE : Acknowledged
FAIL DEY ATT : No

FAIL DEY ACK : Acknowledged
LOGICAL ADDRESS : B

HARDWARE TYPE : 143

TYPE : FoxG-MGR DI 32p+t
DEVICE STATE : PASS
ALARMING STATE : Enabled

WARNING CONDITION : No

COMPOUND NAME : TRIO1_ECB
BLOCK NAME : ACM143
SOFTWARE TYPE : 8

EQUIP CHG

Figure 3. FoxGuard Manager I/0 Module Equipment Information Display
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FOXGUARD MANAGER SOFTWARE

The FoxGuard Manager is partitioned into two
domains, one controlled by the Triconex software and
the other executing control programs configured and
downloaded from the I/A Series system. The Triconex
software provides an electronic firewall between the
two domains to prevent unintended writes to TRICON
process variables.

Write access to the TRICON via the interface is under
the complete control of the TRICON. Remote writes
are allowed when the TRICON key switch is set to
PROGRAM or REMOTE, or when the switch is set to
RUN and gated access is enabled by the TRICON
control program. Gated access allows writes to
configured memory aliases within a time window
defined in the TRICON program.

In addition, the ACM can be defined as a read-only
module by the TRISTATION module configuration
program.

Access through the firewall can be denied from the
I/A Series system by turning off the FoxGuard Monitor
ECB or the primary ECB.

APPLICATIONS

Using the Integrated Control Configurator, you can
configure the FoxGuard Manager to execute control
compounds. The compounds employ a set of
standard I/A Series blocks and FoxGuard Manager
specific blocks. These blocks provide data points for
other I/A Series applications through peer-to-peer
connections or Object Manager calls. With these
resources, the FoxGuard Manager supports a variety
of applications, including:

* Safety system monitoring
¢ Sequence of events processing
¢ Data scanning.

Safety System Monitoring

A key advantage of the FoxGuard Manager is that it
allows the process operator to monitor safety system
performance remotely using standard I/A Series
displays and resources. As a Nodebus station,
FoxGuard Manager operation is accessible through
default displays which provide system health
information about each TRICON module, and through
the SMDH. The FoxGuard Manager also enables you
to use TRICON diagnostic system aliases as sources
for process alarms and state change messages.

Sequence of Events Processing

The TRICON system includes an integrated
Sequence of Events (SOE) capability for system
maintenance and shutdown analysis. During each
scan of the control program, the main processors
examine user-selected discrete variables for state
changes, or events. The TRISTATION MSW program
is used to configure SOE blocks which define the
event variables and their alias numbers. SOE events
can include discrete inputs, discrete memory read-
only variables and discrete memory read/write
variables. The TRICON allows the configuration of up
to 14 SOE blocks for general use and two SOE blocks
for specialized applications.

With the FoxGuard Manager, you can create an

I/A Series compound that configures one of the 14
TRICON general purpose SOE blocks, receives the
event information configured in the block, and passes
the data to a user-defined application for storage and
analysis. The I/A Series compound consists of one or
more FoxGuard Manager specific TRISOE blocks
which identify the event variables to be used in the
Triconex SOE block configuration. FoxGuard Manager
software regulates the message flow to the analysis
application to assure capture of all event information.

Data Scanning

The FoxGuard Manager block set includes two
varieties of configurable ECBs for reading and writing
TRICON process data:

¢ Four ECB types are provided for accessing
data from the TRICON I/O modules similar to
ECBs that are configured for I/A Series Fieldbus
Modules and Cluster I/O Fieldbus cards. These
I/0 module ECBs provide both the process points
and status information such as bad data and out-
of-range alarming. The process points in the
ECBs are then connected to /O type blocks
which condition the data, convert the points to
engineering units, and make them available to
other blocks.

» Six ECB types are used to access aliases in the
TRICON main processors. The window ECBs
can be configured to read or write up to 16
non-contiguous process variables of the same
data type. These window-type ECBs can be
connected directly to other blocks without the use
of I/O blocks.
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In addition to block connections, you can read
TRICON process points with Object Manager calls by
identifying the object using the I/A Series
compound:block.parameter syntax. The compound is
the <letterbug>_ECB, the block is the FoxGuard
monitor ECB name, and the parameter is the
TRICON alias number.

Remote Control

In its default configuration, the TRICON disables any
remote writes to the controller program, relying
instead on the TMR architecture to determine
controller outputs. The FoxGuard Manager design
protects the critical role of the TRICON controller
while enabling you to enhance controller operation
with inputs from I/A Series blocks.

As an added measure of security, writes to the
TRICON outputs can only be made through the
configured ECBs and not through the Object Manager
write command.

Triconex Model 4609 Advanced Communications

Module (ACM) Specifications

For additional hardware information, contact your
local Triconex sales representative.
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