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FoxCTS™ (Change Tracking Software) documents modifications on an I/A Series® system. Foxboro®

Control Software Systems have limited support.

OVERVIEW

The FoxCTS™ product adds enhanced change
tracking, security, configuration, and management
functions to 70 Series systems in response of best
practices and various regulations.

Features
The FoxCTS features are:

Associates the current user to Control Station
configuration changes

Tracks control configuration modifications

Tracks ladder logic and sequence logic changes
made to either primary or included files

Tracks FOUNDATION™ fieldbus device changes

Tracks changes made to ASCIl and binary files on
FoxCTS Client workstations

Tracks the usage of all configuration tools found
under the directories d:/usr/fox/sys,
d:/usr/fox/soft, and d:/usr/fox/config

Includes an application that stores Operator
Action Journal (OAJ) information in an
AlM*Historian™ database with additional
information about the FoxCTS user that made the
change.
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Regulatory Position

The FoxCTS product is a response to practices
required by FDA Regulation 21 CFR Part 11, OSHA
1910, and by other governmental regulations. These
regulations require that changes made to a control
system be documented and distributed to all affected
parties, especially to the process operators and their
supervisors, and that access to the system be
controlled and monitored.

Though the FoxCTS product provides support for
these regulations, it is not sufficient by itself to ensure
that any given installation is compliant.

Certification of any given installation as compliant is
achieved not only through the application of
hardware and software products, like the FoxCTS
product, but also through external review, internal
procedures, and a variety of other mechanisms.

Security Features

The following are security features that the FoxCTS
software provides.

FoxCTS user accounts are created by the
FoxCTS administrator.

Environment access controls are based on
FoxCTS user account settings.

Workstation access control is based on the
FoxCTS user account settings.

The FoxCTS administrator can customize
security rules and govern FoxCTS user
password. (Note: These password rules only
apply to I/A Series workstations with a standard
I/A Series software installation.)

Mandatory login for FoxView™ display access.

Includes a User Reconfirmation application that
allows an application engineer to easily configure
FoxView screen actions to be executed only if the
FoxCTS user(s) are confirmed.

Miscellaneous Features
The following are miscellaneous features that the
FoxCTS product provides.

Supports notification of consecutive failed login
attempts.

Provides automatic logout from the FoxView
displays based on inactivity.

FoxCTS domain management through the
FoxCTS Configurator.

FoxCTS change reporting through the FoxCTS
Change Database Server.
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DOMAIN CONFIGURATION The FoxCTS domain is configured using the FOxCTS

A FoxCTS domain is comprised of control Configurator, as shown in Figure 1.

processors, workstations, and process areas. Only a  Only FoxCTS users with proper database access
FoxCTS database administrator can assign process  levels can access the FoxCTS Configurator.
areas, control stations, workstations, file tracking

clients and files to be tracked to the FoxCTS domain

database.

}} FoxrCTS Configurator ol <
FoxCTS Database Domain Configuration  File Tracking  User Configuration  Help

Ready LI
Figure 1. FoxCTS Configurator Main Menu
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HUMAN INTERFACE password must be provided, as shown in Figure 3.
FoxCTS login begins at the user login box. An optional job number or work order number can,

For I/A Series workstations with a standard I/A Series @S0, be provided.
software installation, a valid FoxCTS user name and
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Figure 2. Initial User Login Screen - I/A Series Workstation with Standard I/A Series Software Installation
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For I/A Series workstations with a security-enhanced = The domain user name must be created in the
installation of the I/A Series software, the current FoxCTS Domain database before successful login
domain user name is used and an optional job can occur.

number or work order number can be provided, as

shown in Figure 3.
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Figure 3. Initial User Login Screen - I/A Series Workstation with Security-Enhanced I/A Series Software Installation
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The FoxCTS software limits authorized users access The FoxCTS administrator defines user accounts
to the I/A Series system and pre-defined and environment authorization.

environments are used for access protection. Users have the ability to login/logout at will, and

After a successful login, the system environment is to manage their own passwords.
changed to the FoxCTS user’s default home
environment.

Users then may change to their configured
environments by choosing from a pop-up list.
This pop-up list contains environments that have
been configured for the current user, as shown in
Figure 4.
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Figure 4. User Change Environment Screen
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USER RECONFIRMATION For I/A Series workstations with a security-enhanced
either single or double user name/password user name(s) and passwords are used. (The domain
validation before a specified action can be taken. user name must also be created in the FoxCTS

i t .
For I/A Series workstations with a standard I/A Series domain database

software installation, valid FoxCTS user name(s) and ~ After the single or double User Reconfirmation
password(s) are used. occurs, the reconfirmation information is recorded in

the AIM*Historian database.

E
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Figure 5. User Reconfirmation Showing Dual Login
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PN N
- @@mxms Client
Control
@ Configurator % User Login/ pgout|Messgges
Control Configurator Login/[pgoul| Hessjges
|'J
> Control Processor A
N
@ Checkpaint T
IEE/IACC Server Messages |
S c "
- g
Historian Printer SysMon T \
e :
Monitor T
|
};j
N
E
Y T
<F;C_T; rver
Y l i FoxCTS Server (P?
@ |®
==k
Database i
Integrity Server
@@\5 File Change|Messages
% FoxCTS Client =
(File Tracking) v ~
The FoxCTS product is based on a client/server generates a checkpoint notification to the CP’s
architecture. The information flow for user login and System Monitor.
control configurator activity is as follows: 3 Configuration changes made via either the
1 The FoxCTS user logs into the FoxView display Foxboro Control Software (FCS) Configuration
thereby generating a login message that is Tools or IACC Clients are accumulated at their
recorded by the FoxCTS Server. respective server and then transferred to the
2 |CCis used to make a change. Starting the ICC FoxCTS Server every five minutes.
generates an ICC login message to the FoxCTS 4 The checkpoint message is sent to the FoxCTS
Server. Making changes to the Control Processor SMMR process which sends the message on to
alters its memory. Exiting the ICC generates an the FoxCTS Server and optionally the Historian.

ICC logout message to the FoxCTS Server and
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5 The FoxCTS Server receives and collects the REPORTS

change information. The FoxCTS Change Database Server, uses the PAS
6 (a) If the FOXCTS Server is acting as the FoxCTS  Integrity software, to easily retrieve FoxCTS change
Change Database Server the change information  records for display.

is recorded in the local FoxCTS change The FoxCTS Change Database Server stores all
database. historical information in its database. Users can view
(b) In the case of an off-MESH FoxCTS Change  pjstorical information by object type: activities,
Database Server, the FoxCTS Server transfers compounds, blocks, users or files. Additionally, the
the collected change information to the FOXCTS | ger may view history by date range, and by
Change Database Server for recording in the modification type. Query filtering, column sorting, and
FoxCTS change database. query display customization are also available.

The information flow for file tracking is as follows:

7 Someone or some program alters a tracked file
and the FoxCTS Client workstation notifies the
FoxCTS Server of the change.

8 The FoxCTS Server receives and collects the file
change information.

9 (a) If the FOxCTS Server is acting as the FoxCTS
Change Database Server the change information
is recorded in the local FoxCTS change
database.

(b) In the case of an off-MESH FoxCTS Change
Database Server, the FOxCTS Server transfers
the collected change information to the FoxCTS
Change Database Server for recording in the
FoxCTS change database.

The FoxCTS Change Database Server uses the
PAS® |ntegrity™ software for reporting and historical
data storage.
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REQUIREMENTS

The FoxCTS product is comprised of six modules,
with each module having a different set of system
requirements. A workstation can be installed with any
or all of the modules.

The FoxCTS product has limited support for Foxboro
Control Software. That is, the FoxCTS modules can
record changes made to control stations managed
by the Foxboro Control Software Configuration Tool
but the Foxboro Control Software InTouch
Application is not supported.

Supported I/A Series Software Versions

FoxCTS version 5.00.00 currently supports the
following I/A Series software versions:

v8.1.1 - v8.4.x - Standard.
v8.5 Standard.

v8.5 Security Enhanced with default domain
group policies.

v8.6 Standard.

v8.6 Security Enhanced with default domain
group policies.

Note - When using I/A Series Security Enhanced
versions please be aware that changing the Invensys
provided default domain group policies or improperly
using McAfee® ePolicy Orchestrator firewall can
adversely affect the proper operation of FOxCTS.
Modifying Active Directory Group Policies is
considered an advanced action and should only be
undertaken by qualified personnel.

FoxCTS Server Module

AWT70 Series workstations

At least 100 MBs of space in the D: drive

256 MB RAM

A CD-ROM used for installation

Connected to the plant information network.
(Only required if the FoxCTS Change Database
Server is an off-MESH PC.)

FoxCTS OAJ Host Module

AWT70 Series workstations

AlM*Historian Version 3.3 or later installed and
configured on the machine where the FoxCTS
OAJ Host Module is to be installed

1 MB of space in the D: drive

128 MB RAM.

FoxCTS Client Module

AWT0 Series workstations

FoxAPI software installed and configured

If OAJ enhanced messages is to be installed,
AlM*Historian Version 3.3 or later must be
installed and configured somewhere on the
system

10 MB of space in the D: drive

128 MB RAM.

FoxCTS SysMon Module

AWT70 Series workstations
1 MB of space in the D: drive
128 MB RAM.

FoxCTS ICC Driver Module

AWT70 Series workstations
System Monitor running

2 MBs of space in the D: drive
128 MB RAM.



FoxCTS Change Database Server Module

If the FoxCTS Change Database Server will be an off-
MESH PC, the following requirements must be met.

PC connected to the plant information network.
Static IP Address assignment for
communications from the FoxCTS Server
workstation.

Meets the software requirements for the PAS
Integrity software.

e Processor: 2 dual-core, 32-bit compatible
processor(s) at 2.4 GHz or higher

e RAM: 2GB, 800MHz RAM

e Hard Disk: 10,000 RPM SCI or better hard
drive. Hyper-threading must be turned off.
Disk compression must be turned off.

¢ Software: Microsoft® Windows® 7,
Windows XP or Windows Server® 2003
Operating System Microsoft .NET
Framework.

ORDERING INFORMATION

The FoxCTS product is sold based on the number of
control stations (CS). A control station is any

I/A Series system that runs I/A Series control blocks.
Such stations include but are not limited to
CP10/30/40/60/270 or later processors, DI/5/30,
ABGW, ABI, ABS, MDGW, MDI, FDGs, DI, and
Micro-1A. A complete list can be found in the
/etc/cplins file on any I/A Series workstation.

Bulk purchases for entire plant sites are available for
larger installations or custom configurations. Contact
your Invensys® account representative for details.

All FoxCTS part numbers listed below include a copy
of the Integrity™ software and required license.
Installation services is not included.
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Expected delivery time is four to six weeks.

QO303BM - FoxCTS for Windows, Cfg. 1: 1-3
CSs

QO0303BN - FoxCTS for Windows, Cfg. 2: 4-8
CSs

QO303BP - FoxCTS for Windows, Cfg. 3: 9-15
CSs

Q0303BQ - FoxCTS for Windows, Cfg. 4: 16-25
CSs

QO303BR - Upgrade FoxCTS for Windows, Cfg.
1:1-3CSs

QO0303BS- Upgrade FoxCTS for Windows, Cfg.
2: 4-8 CSs

QOB03BT - Upgrade FoxCTS for Windows, Cfg.
3:9-15CSs

QO0303BU - Upgrade FoxCTS for Windows, Cfg.
4:16-25 CSs

COMPLIANCE

The Invensys® company is committed to having a
combination of services, policies, procedures and
automated tools to facilitate compliance. Contact
your account representative for more information on
services provided by Invensys to assist you in
meeting these regulations.

Please visit the following Invensys websites for more
information on achieving compliance:

Pharmaceutical Industry: http.//www.invensys.com

Validation: http://www.vti-canada.com


http://www.invensysips.com/industries/pharmaceuticals/index.htm
http://www.vti-canada.com
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Invensys Operations Management Invensys, Foxboro, I/A Series, InFusion, and the Invensys
5601 Granite Parkway Suite 1000 logo are trademarks of Invensys plc, its subsidiaries, and
Plano, TX 75024 affiliates.

United States of America All other brands and product names may be the
http://iom.invensys.com trademarks of their respective owners.

Copyright 1997-2012 Invensys Systems, Inc. All rights
Global Customer Support reserved. Unauthorized duplication or distribution is strictly
Inside U.S.:  1-866-746-6477 prohibited.

Outside U.S.: 1-508-549-2424 or contact

H . . - | your local Invensys representative.
Invens.d S Website: http://support.ips.invensys.com | MB 21A 0212




	Overview
	Domain Configuration
	Human Interface
	User Reconfirmation
	Structure
	Reports
	Requirements
	Ordering Information
	Compliance


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


