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Legal Information

The Schneider Electric brand and any trademarks of Schneider Electric SE and its
subsidiaries referred to in this guide are the property of Schneider Electric SE or its
subsidiaries. All other brands may be trademarks of their respective owners.

This guide and its content are protected under applicable copyright laws and furnished
for informational use only. No part of this guide may be reproduced or transmitted in
any form or by any means (electronic, mechanical, photocopying, recording, or
otherwise), for any purpose, without the prior written permission of Schneider Electric.

Schneider Electric does not grant any right or license for commercial use of the guide
or its content, except for a non-exclusive and personal license to consult it on an "as is"
basis. Schneider Electric products and equipment should be installed, operated,
serviced, and maintained only by qualified personnel.

As standards, specifications, and designs change from time to time, information
contained in this guide may be subject to change without notice.

To the extent permitted by applicable law, no responsibility or liability is assumed by
Schneider Electric and its subsidiaries for any errors or omissions in the informational
content of this material or consequences arising out of or resulting from the use of the
information contained herein.



Overview

OPC® Alarm and Events (A&E) Client Software

Overview

The OPC® Alarm and Events (A&E) Client software is a tool used to integrate selected
OPC Alarm and Event messages into the EcoStruxure™ Foxboro™ DCS Control Core
Services or I/A Series® system.

The OPC Alarm and Event messages generated from an OPC Server may be
represented in the system as standard alarm messages. As standard alarms they may
be sent to standard alarm destinations. For example, alarm messages may be sent to
FoxAlert, Foxboro™ DCS Control Alarm Provider, EcoStruxure™ Foxboro™ DCS AIM*
Historian, FoxPage, and printers.

The OPC A&E Client software includes alarm acknowledgement if supported by the
OPC A&E Server. The OPC Server Event “tag names” are translated to acceptable
control software tag names, and all relevant OPC alarm fields are translated to their
control software equivalents.

The OPC A&E Client software provides limited support for redundant operation.

For OPC A&E Client equipment and data flow configurations, see Equipment
Configurations and Data Flow, page 7.
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OPC® Alarm and Events (A&E) Client Software Features

Features

The OPC A&E Client product consists of a configurator and a runtime message
handler instance. The configurator assists with alarm and event message
configuration.

Figure 1 - OPC Alarm and Events Client Configurator

OPCAECLNT Message Mapping

M...| Newst, Alias N ame ,7 - | Acto...
Meszage Mapping Assighments
| OPC AE Category/Condition/S ubcondition | 144 Seriez Message Type | Fields Azsigned
Deviation/DEVIATIONHI HH_4B5_MESSAGE M .
Level/PYLEVEL/LOLO LL_ABS_MESSAGE H Agsign
Meszage
Fields
< >
Meszage Mapping
OFC AE 144 Series
Available Event
Category/Condition/Subcondition Message Type
iati = MAPS AIM_GENERIC_MSG -
Deviation/DEVIATION/LD -] MRS | A1 _ i |

Provided Attributes Apply Dezcription

< ok | Cancel >

Ready

The configurator is used to:
+ Identify the OPC Alarm and Events Server.
» Determine the available OPC alarm and event messages.

» Define generic rules regarding the mapping of the OPC Event Category/
Conditions/Subconditions to the control software messages.

* Install/lRemove an OPC A&E Client runtime instance.

» Optionally create Application:Objects which serve as the control software targets
of OPC Server tag names.

* Modify Registry variables which support runtime operation.

The OPC A&E Client runtime instance communicates with a single OPC Alarm and
Events Server and handles the configured Alarm Events, received from that server.

The Current Alarm Display and the Alarm Provider illustrate configured OPC Alarm
Events represented as standard alarms.
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Features

OPC® Alarm and Events (A&E) Client Software

Figure 2 - Current Alarm Display
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Figure 3 - Alarm Provider
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Time | State ‘ Name ‘ Pri ‘ Value | Limit ‘Type | LooplD ‘ Description ‘ Alarm Com... ‘ General | Grot

11/11/14 06:57:24 500 PM  UNACK OPCAEGAWTOBICONICS1 STATED 1 0 0 COMM ER OPCASE PointName BAN

11/11/14 06:57:16.500 PM UNACK OPCAEEAWTOA BATOSC STATE O 1 0 0 COMMER QPCA&E PointName:

11/11/14 08:57:16.400 PM UNACK OPCAEBAWTOC 6CTOBC.STATE.O 1 0 0 COMM ER OPCAZE ... PointName

11/11/14 04:53:57 800 PM  UNACK 5 [ 0 State Alarm  Digital Alarm  PointName

11/11/14 04:53:57 800 PM  UNACK BSTR STATE.O 5 [ 0 State Alarm  Digital Alarm  PointName

11/11/14 04:53:57 800 PM  UNACK BAWTOBNUM SINE LLABS 2 0.00 000 Low Low Al LoLo Level Parameter

11/11/14 04:53:57.800 PM  UNACK 6 UM.SQUARE 5 0.00 0.00 Low Absolu... Lo Level Al Parameter.

11/11/14 04:53:57.800 PM  UNACK 6AW7TOBNUM.R4.HIABS 5 0.00 0.00 HighAbsolu... HilevelAla.. Parameter.

11/11/14 04:563:52. 800 PM  UNACK 5 0.00 0.00 High Absolu Parameter.

11/11/14 04:53:47.800 PM  UNACK 5 0 0 State Alarm PointName

11/11/14 04:53:47 800 PM  UNACK 5 [ 0 State Alarm  Digital Alarm  PointName

11/11/14 04:53:47.800 PM UNACK 1 0.00 0.00 Low Absolu... Lo LevelAl Parameter

11/11/14 04:53:37.800 PM  UNACK 5 [ 0 STATE State Alarm  Digital Alarm  PointName

11/11/14 04:52:52.800 PM UNACK 1 0.00 0.00 HIABS High Absolu... HiLevelAla.. Parameter BAW

11/11/14 04:01:53.900 PM  ACK 2 0.00 000 Low Low Al LoLo Level Parameter.

11/11/14 04:01:48 800 PM  ACK 5 [ 1] State Alarm  Digital Alarm  PointName

11/11/14 04:01:43 800 PM  ACK 5 0.00 000 L bsolu.. Lo Level Al Parameter

11/11/14 04.01:38.700 PM  ACK UM.RAI 5 0.00 0.00 L bsolu... Lo LevelAl Parameter.

11/11/14 04:01:38 700 PM  ACK UM TRIAR 5 0.00 000 Low Absolu Lo Level Al Parameter.

11/11/14 04:01:13.600 PM  ACK U UNTO012 HH 2 0.00 000 High High A HiHi Level A Parameter

11/11/14 03:51:37.800 PM  ACK UM STEPLOABS 1 0.00 000 Low Absolu Lo Level Al Parameter.

11/11/14 03:49:52 800 PM  UNACK BBTOBCNUM SQUARE LLABS 1 0.00 000 LLABS Low Low Al LoLo Level Parameter. BAN

11/11/14 03:49:52.800 PM UNACK BBTOBCNUM BSTR.LOABS 1 0.00 0.00 LOABS LowAbsolu... Lo LevelAl Parameter BAN
L »

Displaying 1 to 36 of 61 alarms. Process 100 % Complete
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OPC® Alarm and Events (A&E) Client Software Assumptions and Limitations

Assumptions and Limitations

+ The OPC A&E Client product can send messages to any APRINT destination, for
example, Historians, FoxPage, and Alarm Provider in APRINT mode.

+ The OPC A&E Client software does not emulate the Message Delivery Service
used by the Message Manager and the Alarm Provider in Message Manager
mode.

* The messages that the OPC A&E Client software passes to the Alarm System
are not limited to equivalent destinations. For example, an I/A Series v6.x/v7.x
station could display and acknowledge alarms received from an OPC A&E Client
running I/A Series software v8.8.

» The OPC A&E Client product requires an AIM*Historian instance configured on
the same station for diagnostic messages and native format OPC Alarm and
Event messages storage. The FCS Alarm Repository cannot be used to replace
AIM* Historian for this service.

» The OPC A&E Client software supports a limited form of redundancy. Two
instances may be run; each associated with different Object Manager (OM)
variable tag names. Each instance will send its alarms and messages to the
same destinations. Current Alarm Display (CAD) alarm filters must be used so
that only one alarm is shown. Operator intervention is required to switch to the
other set.

» Because of Microsoft Windows operating system updates, OPC A&E Client
connections to an OPC A&E Server across a network will stop working when
security hardening is enabled. The Distributed Component Object Model
(DCOM) connections used by OPC Servers might stop working after applying a
Microsoft Windows security update. For more information, search for Schneider
Electric Priority Customer Alert CCA000233228 on Global Customer Support at
https://pasupport.schneider-electric.com (registration required).
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Equipment Configurations and Data Flow OPC® Alarm and Events (A&E) Client Software

Equipment Configurations and Data Flow

Figure 4 - OPC A&E Server and Client on the Same Control Station

Any APRINT
Destination

(WS, Hist, FE AP) Proprietary Third-party

Alarm and Event Information

| | Host for:

3rd Party OPC A&E Server
OPC A&E Client, and

AIM* Historian

, Alarm Message

Foxbor

J FCP280

r — 7 FDSI-OPC DA

RTP Data Flow

==
L EE
=

Third-party Controller

PSS 41S-7B5, Rev A 7



OPC® Alarm and Events (A&E) Client Software Equipment Configurations and Data Flow

Figure 5 - OPC A&E Server and Client on Different Machines
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Equipment Configurations and Data Flow OPC® Alarm and Events (A&E) Client Software

Figure 6 - OPC A&E Third-party Device with Embedded Server
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OPC® Alarm and Events (A&E) Client Software Requirements

Requirements

* EcoStruxure™ Foxboro™ DCS Control Core Services v9.0 or later or I/A Series
software v8.8.

» Earlier versions of the I/A Series software cannot host the OPC A&E Client.
However, the OPC A&E Client can send messages to alarm destinations that are
Nodebus based.

» EcoStruxure™ Foxboro™ DCS AIM*API software installed, configured and
running.

+  AIM*AT™ v3.2.4 or later, installed and configured with an instance running on the
workstation where the OPC A&E Client software will be installed. AIM* Historian
is licensed by real-time points recorded. Therefore, if AIM* Historian is already
licensed for use on the system, the OPC A&E Client required AIM* Historian
instance does not require a new AIM* Historian license because it records
messages and not real-time points. If AIM* Historian is not already licensed,
purchase the smallest AIM* license available.

+ The station may require resource resizing.
+ The DCOM settings may require adjustments to the authentication level.
» OPC A&E specification v1.1 is supported.

Ordering Information

The OPC A&E Client software is licensed per workstation. The OPC A&E Client
license permits the use of as many instances on the workstation as the machine will
support.

* QO303AR - OPC A&E Client Software
* QO303AS - OPC A&E Client Software Upgrade
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& WARNING: This product can
expose you to chemicals
including lead and lead
compounds, which are
known to the State of
California to cause cancer
and birth defects or other
reproductive harm. For more
information, go to
www.p65warnings.ca.gov/.

Schneider Electric Systems USA, Inc.
70 Mechanic Street

Foxboro, Massachusetts 02035-2040
United States of America

Global Customer Support: https://pasupport.schneider-electric.com

As standards, specifications, and design change from time to time,
please ask for confirmation of the information given in this publication.
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